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OECD- Canada Technol ogy Foresi ght Forum
Sessi on 4b
Confi dence, privacy and security

Ottawa, ON
-—-—- Upon commencing on Wednesday, October 3, 2007
at 3:17 p.m.
MR. VI CKERY: I think we can
start. We've now just mastered the technol ogy.
We are running about ten m nutes

behi nd, so we are not going to conmpress this

sessi on.

My name is Graham Vickery, OECD,
by the way. |'m acting as the encee in the other
room

We are not going to conmpress this
session. W are still going to have exactly the

same amount of time for this session as in the

printed program but we are running about ten

m nutes late. So that nmeans we will start ten
m nutes later and we will finish ten m nutes
| ater.
| will hand over to our very able

Chair to begin the proceedings.

Thank you very much.

MR. STEVENSON: Thank you and good
afternoon. Welcome to Stream B, as in bigger,

better, boisterous. And the subject is
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confidence, privacy and security.

We are very fortunate to have a
very fine panel to discuss these issues in the
context of the participative web.

| was thinking about this event
conmpared to the kinds of things that ny agency was
doi ng about a decade ago. I work at the U. S.
Federal Trade Comm ssion in the Consumer
Protection side of things, and we focus on
consumer issues and privacy and security issues.
And certainly then the paradigm of course, that
we were | ooking at is the basic B-to-C consuner
transacti ons.

As several of the speakers this
mor ni ng and ot herwi se have pointed out,
increasingly we see that a |ot of the volume of
activity on the Internet froma consumer or
i ndi vi dual perspective is increasingly in the
context of social networking sites a big issue in
general. It's a big issue in ternms of younger
peopl e, teen and tween interactions. It'"s a big
issue in terms of the volume of interactions that
cross borders in the use of these sites.

And certainly at the FTC this is
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an issue that we have | ooked at as a policy matter
in terms of our various conferences, including one
called Tech Aid where this was certainly a | arge

i ssue that was flagged for the upcom ng decade,
and al so from an enforcement point of view where
we have brought at |east one matter involving
soci al networking, where we obtained a significant
fine for violations of the Children's Online
Privacy Protection Act.

So there are a cluster of issues
here that are certainly of inportance, both to
regul ators and busi ness and ot herwi se. W are
goi ng to hear about several perspectives here.

We will start with Jennifer
Mardosz from Fox Interactive Media, which runs
My Space or is part of the conpany MySpace.

| turn it over to Jennifer.

MS MARDOSZ: Thank you very much.
' m very pleased to be here on behalf of Fox and
My Space. And thanks to the OECD for coordinating
this event and inviting us to participate.

Our approach to online safety --
and that's basically what | wanted to cover today

-- is really all about conversations |ike this:
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getting together with industry, governnmental
agenci es, non-governmental agencies and having a
di scussi on about what is best for inmplementing
appropriate safety procedures and applications on
the Internet.

As our lives move nore and nore
online fromthe physical world to the online
worl d, at MySpace what we believe is we've got to
| ook to the time honoured safety ideas fromthe
physical world and transfer them onto the
| nt ernet.

We've done that. | mean, we all
know now sonme of the chall enges that we had
previously faced in our physical world. W know
how to block a m nor from buying pornography at
the local mni-mart. We know how to explain to
our kids not to talk to strangers at the mall and
not to talk to strangers at the park. W even
recogni ze the value of a well-lit community, where
our nei ghbours and | aw enforcenent can keep an eye
on what is happeni ng.

It'"s those principles that we've
got to work together to transfer onto the

| nt er net .
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My job at Fox Interactive is to
work closely with MySpace. I have a background in
| aw enforcement and I'min charge of the gl obal
| aw enforcement program So we are inmplenmenting
appropriate safety features and then al so worKking
with | aw enforcement when necessary.

This first slide outlines our
approach. We basically believe that all of these
tenets are important components to an effective
online safety program

The first is technol ogy. At
My Space we believe that all of us in the online
i ndustry have an obligation to devel op processes
and procedures to make the Internet a safer place
for everyone, especially teenagers.

Some of the technology -- and ||
get into more exanmples in the next slide.

One thing that we've been | ooking
at is inmplementing a software program that we've
call ed Zephyr that will help parents to be nore
engaged on what their children are doing on
My Space, where if you install it on your conputer
and your child sets up a MySpace profile, the

parent can nonitor what age the child says that
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they are. Then if they change the age, the parent
woul d be notified via the software.

So that's an exanpl e of technol ogy
that we are | ooking at to help make the Internet
safer.

Education is obviously a key
component and we | ook very hard at MySpace to get
the word out to parents, to our users. W put
war ni ngs up on our site when people are uploading
content and we rem nd them what it can mean.

We have our safety tips avail able
on every MySpace page so that again people are
aware of the potential inmplications of uploading
personal information.

Education also, we talk to
schools. W have a school adm nistrators guide in
the U.S. right now we've sent to 55,000 schools.
We are working on localizing that guide as we
expand into international territories and to
| ocalize that for other countries.

And educating | aw enforcenment. We
al so have a | aw enforcement guide, where again we
are working to localize that for the other

countries that we have expanded into.
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But al so educating | aw enforcement
in terms of the functionality of the site. W
spend a lot of time, | do personally, reaching out
to | aw enforcement, explaining how the site works
and how they can better investigate cases if
necessary.

| skipped over NGOs. We partner
with NGOs quite a |ot to make sure that we are
communi cating with them getting their good ideas.
One of our partnerships is with the Nati onal
Centre for M ssing and Exploited Children in the
U.S. That's another great exanple of how we have
taken the physical safety concepts and transferred
t hem onto MySpace.

There is a programcalled the
Amber Alert Systemin the United States where the
nati onal centre, when there is a mssing child in
a community, years ago they would send out notices
to community members. They would even put the
imge of a child on a mlk carton that you woul d
buy at the grocery store, to try to get everyone
to help find that m ssing child.

So what we have done at MySpace is

partnered with them so that we can put anber
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alerts on MySpace. We have done that now. So if
a child were to become mssing in a particular
community, we can send out that notice and help
find a mssing child.

Public policy is obviously very
i mportant and | ooking at |egislation. W
obviously support stiff penalties for predators on
the Internet, and we work cl osely advocating
certain things, such as not only the actual
victim zation of a child but the actual groom ng
of a child.

So even that discussion, we are
advocating throughout the United States and
internationally that that should be a crime as
wel | .

In terms of industry relations,
conferences like this, as | said, working
t ogether, we believe that we can make the online
community a safer place.

Then international. | mentioned
we are expanding internationally. W are opening
of fices throughout. You can see some of the
countries that we have entered into.

For example, in Canada, we have
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approximately 5 mllion users now. W have opened
an office in Canada.

As we open offices throughout the
country, we are also |ooking to hire safety
personnel to help us localize our safety policies,
reach out to schools, reach out to | aw
enforcement. Despite the fact that we are a U.S.
based conpany, we do want to remain cognizant of
the local |aws and work with the | ocal governments
and | aw enforcement agencies.

So our approach at MySpace is we
build safety into MySpace features so whatever
functionality exists on the site we | ook at that
and say to ourselves: How can we make that safer?
What can we do better here?

We build safety features into
My Space. Sone new safety features, which | will
go into sone of that in the next slide, and then
our partnerships.

You can see our guiding
principles, where we want to prevent teens from
accessi ng i nappropriate content, protect teens
from people with bad intentions, provide the tools

t hat empower all menbers to be safer, and provide
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support to | aw enforcenment to bring the
perpetrators to justice.

We basically look at this in these
t hree paradigms: contact, content and
col | aborati on.

|f we break those down, on the
contact side, what we do at MySpace is we put in
contact barriers between people over the age of 18
and peopl e under the age of 18. And also then our
younger users, you do have to be 14 under our
Terms of Service to sign up.

We, for example, make 14 and 15-
year-old profiles default private, which means
t hat you basically have to know someone in the
physical world before they can communicate with
you on MySpace. They have to know your |ast name
or your e-mail address. So they have to get that
i ndependent|y.

We also make it so that the under
18" s cannot access mature content on the site.
For exanmple, the groups, if there’'s a group or a
forum that discusses mature issues, under 18 s are
not able to access that.

We al so have e-mail verification
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for new members. And so what this means is that
when you sign up for the service you have to
provide a valid e-mail address. And you can’'t use
the service until you receive an e-mail at that
valid e-mai | address and then respond back.

And we think that that provides
anot her |l evel of accountability and al so deters
potential predators because they actually have to
provide some identity information and then it
woul d al so be another tool for |law enforcenment to
track someone down if necessary.

We have a programthat we’ve
instituted in the U S. called Sentinel Safe which
has received a | ot of media attention. You may
have heard about it. Right nowit’s deployed only
in the U S. but we are |ooking to work with other
countries to see if we can inmplement it in some of
t he other countries.

And basically how it works is we
have partnered with a private company call ed
Sentinel Tech where they develop the first
nati onal searchabl e database of registered sex
offenders in the U. S. of whom there’'s

approxi mately 600, 000.
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And | realize there's different
privacy laws in the various international
countries but at least in the U S. what we are
able to do is take that national database now and
search it and | ook for identifying informati on and
try to match that up with any of the MySpace users
and then delete them and bl ock them from accessing
the site in the future.

And obvi ously what can be done,
one piece of |egislation that we support strongly
in the United States and in the other countries is
to make convicted sex offenders have to register
their e-mail addresses. |In the United States when
a sex offender goes to prison and then when they
get out they have to -- they're required by law to
regi ster their home address, their physical
addr ess.

And we are advocating that they be
required to also register their e-mail address and
| M handl es so that there is nore accountability.
And if they do lie on the internet there would be
consequences up to 10 years in jail if they did
lie about it. And then also enhanced sentencing

and enhanced chargi ng.

StenoTran Services Inc. 613-521-0703



© o0 N o o A~ wWw N P

N NN NN R R R R R R R R R
A W N b O O 00O N O O B W N +—» O

13

OECD- Canada Technol ogy Foresi ght Forum
Sessi on 4b
Confi dence, privacy and security

| can tell |I’mover ny time, so
will fly through the last slide. And these are
some exampl es of what we’'re doing on the content
side. We have a team of hundreds and hundreds of
peopl e that actually review each and every i mage
and video that is uploaded to our site to nmake
sure that it conmplies with our terms of use.

We al so hash known bad i mages. So
when they see a bad i mage we hash it so that it
can’t be uploaded again. W block bad URL's. W
also review the group i mages. But those are also
subject to peer review by the group founder.

An i nportant aspect of our site is
the report abuse buttons. And so we nmake it
really easy for our users to report an
i nappropriate i mage or an inappropriate video. W
make the button right there.

And then we nonitor the profiles
and we’' Il delete them for violations. And then
this final thing is the CAT team it’'s a Content
Assurance Team that we have that nonitors the site
and | ooks for underage users. And we'll delete
themif we find that kids are on the site |lying

about their age.
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So, in closing, | just want to
say, again, thank you for having us here. W'’re
delighted to be involved in this discussion and
again, we think that working together with
i ndustry, |law enforcement, parents, schools, we
can all work together to make the internet nore of
a brightly lit neighbourhood for our children.

Thank you.

--- Appl ause/ Appl audi ssement s

MR. STEVENSON: Thank you,
Jennifer.

"Il now turn it over to Gary
Davis fromthe Irish Internet Data Authority to
give one regul ator’s perspective on these issues.

MR. DAVIS: Thank you very much,
Hugh.

And | m honoured actually to have
t he opportunity to offer the Irish perspective on
some of these issues at this forum And thank you
very much to the OECD for inviting us along.

It was put to me actually by a
journalist over lunch hour that in fact there’ s no
room for privacy at all on the participative web;

so, in fact probably the easiest thing to do would
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be to close social networking sites and we won’t
have a problemat all. But |I don’'t think that’s
really a realistic view. And actually not one |
woul d tend to support.

| don’t come to these sort of
issues with an initial negative view as perhaps
maybe | should do as a privacy regul ator because
clearly these sites do push at the boundaries of
what we all understand up till now to be a
person’s individual space.

But in some respects | have a view
t hat maybe our boundaries are skewed a little bit
by our own perspectives and our own generation.
But we'll try and step through them maybe in a
reasonabl e perspective.

The issues as | see them going
forward and | suppose one has to al so understand
t hat as privacy regulators we're trying to grapple
with these issues as they evolve. Soci al
net wor ki ng sites and other such phenomena, such as
content sharing sites, blog sites, various other
peer-to-peer sites are emerging and grow ng al nost
exponentially in terms of their user base.

The types of issues that they are
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creating give us cause to stop and think, well,
can we fix or fit our current |egislative
infrastructure to those spaces? By and | arge we
can actually but here and there it does cause us a
certain amount of issues.

What’'s the biggest issues | see in

terms of the information that’s placed on sites

such as these? |[|t's that of consent. Consent
will arise in many respects.
It will arise for a mature user in

terms of the information that is provided in a
very clear manner by the sites thenselves in terns
of what happens to their data, who is going to
access it, who is it going to be sold on to, what
are their choices? That's a clear enough thing
whi ch most of us can, you know, read the privacy
policies and conme to a view on.

There is a particular issue there
of consent in terms of underage users. And we do
have sites that are extensively used in Ireland
wher eby maybe it is the generational issue that |
allude to in the third point there, where some of
the content on themis just plainly shocking even

to somebody of my, well, relatively younger years.
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And | can’'t think that any 14 year
old, 15 year old or even in sone cases 13 year old
can be consenting in a reasonable manner to
putting that information up in a way in which one
could say that, yes, they read the terns and
conditions and yes, they understood what they were
doing. That's a challenge for us all and one
which we' Il come to.

The other issue is consent in
relation to third party data. And that’s the
i ssue which we see a |l ot of here. And so maybe
some of the presentations we mght listen to is
about how the user is enmpowered, how the user
knows what they’'re doing, the warnings which are
given in relation to uploading their content. But
a big issue arises in relation to third party
cont ent .

So, a picture of a teacher in a
classroom that’'s taken using a nobile phone with a
camera on it, and is uploaded onto one of these
sites and then used as a way in which to | suppose
bully that teacher fromall the children in their
class, we have seen that in Ireland. And

certainly there’s no consent of the teacher for
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their image to go up there.

And what rights does that person
have?

Well they do have rights and it’s a way of
articulating them

| suppose the issue as | nentioned
there in ternms of who controls the data, and there
was some el ement of a discussion of it earlier. |
did catch some of it even though | canme in a
l[ittle bit late this morning, as to who's actually
ultimately responsible for the content of these
sites. And there seens to me to be sone el ement
of what we mght termin Ireland, shimying on the
issue as to whether or not you're actually
responsi bl e.

But from our perspective in terms
of the law, if you provide the platform you' re
responsi ble for the content on the site. You're
responsi ble for any content that anybody upl oads.
And you need to be able to stand over that
content, not that, sorry, it was a user who put it
in, it was there and you know, it’s nothing to do
with us. It’s there. If you' re going to provide

a service well then you're going to have
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responsibility for it.

That line becomes a little bit
more blurred as we get into some el ements of
bl oggi ng sites. But however we’'ll focus on what’'s
more easily dealt with.

The generational issue is one that
| referred to. And it’s one in which it would be
easy for us to have the response that we had, that
| maybe articulated at the start there which is we
ban them all because what’'s on themis actually
outrageous and how coul d people be upl oading some
of that type of detail. But that’'s a knee-jerk
response which actually | eads me on to the next
poi nt which is disproportionate medi a response.

We see that in Ireland actually in
that often these sites will get coverage in the
media. But it’s only in response to sonme issue at
a point in time. And usually the type of response
that you will get is that you know what’s going on
t hem shoul d be stopped. And they should be banned
from going into schools.

So, there’'s no school in Ireland
currently that will allow access to a soci al

networking site fromw thin the school conmputers
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because they’'ve deenmed that’s the best way to deal
with the problem which is actually to shut off
access to it.

| m ght suggest and maybe 1’1l do
it later, that education m ght be a better way of
informng all the pupils in the school. But they
deci ded the best way was to ban all access.

That’s in response -- so you're
not actually getting a bal anced debate at |east in
Ireland in relation to the good and the bad of
these sites. And certainly there is good. But
it’s not for me to come along here and articul ate
that. We have two sides to do it for thensel ves.

And then | suppose the big issue
is what use the site is actually making in
relation to the personal data that | supply to
them And | suppose for a while that's been the
el ephant in the room that nobody wanted to address
because the sites were growi ng, their user base
was devel opi ng, but how were they going to be
financed?

They're not -- and I'Il move on,
they're not as Mozelle has said recently at an

event | was that, public utilities. And maybe you
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know, we have to have a think about that in terns
of how we view them from a privacy perspective.

So, what are the confidence issues
t hen because | say that as certainly what we're
trying to do here. The main issue is that
identifiable persons on these sites have rights.
And it doesn’'t really matter who put up the
i nformation.

If | put up the informati on about
myself | have rights under data protection | aw.
| f sonebody else put it up about me | also have
ri ghts.

| mghtn't know where the report
abuse button is by the way, which is an issue. | f
| m not a user on the site and sonebody’s put up
i nformation about me, the report abuse button
isn’t that nmuch good to ne.

And if these rights were asserted
by a person, whether it be me as a user or a third
party, what actually happens within the companies
t hemsel ves, how do they respond to nmy assertion of
my rights to say, there’s that about me being
processed that’s incorrect or which I didn’t

consent to have up?

StenoTran Services Inc. 613-521-0703



© o0 N o o A~ wWw N P

N NN NN R R R R R R R R R
A W N b O O 00O N O O B W N +—» O

22

OECD- Canada Technol ogy Foresi ght Forum
Sessi on 4b
Confi dence, privacy and security

So, the picture of the teacher in
the classroom does it go into some system and you
know, they’'ll look at it in a couple of weeks tine
and you know, if they have a think about it they
m ght get back to it? Or do they actually have
appropriate conpl aints handling mechanisns in
pl ace that will freeze the imges or freeze the
information pending an investigation into it?

And certainly there was one site
whi ch we approached in Ireland a couple of weeks
ago and it took a full three weeks for anything to
happen. At various points during that process we
got some great automated responses to our concerns
whi ch certainly reassured us no end that something
was happeni ng.

But | suppose thankfully from a
privacy perspective the trend is upwards in ternms
of sites actually listening to privacy concerns.
And the best corollary which I could draw on this
space i s what has happened in relation to the
retention of search engine data. A debate arose
in that area and it’s going to come in this area
as well and hopefully we're all well geared up for

it, in relation to how | ong search engi nes hold
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search data for

We have gotten down from a period
of indefinite holding of that data to at the | ast
count 13 months. That is where privacy has
actually been used as a point of commerci al
advantage. And we’'ll continue to see that and
we'll see it in this space now as well because are
articulating it.

| suppose for the sites thenselves
and | think they recognize it, confidence will be
destroyed by a single incident or issue and people
will nove to another site. And they are fast
devel opi ng.

So, the points to be addressed
t hen, upfront information to users is patchy in
some areas in relation to sites. |’m not thinking
of any in particular but certainly there are sonme
sites which could be better in terms of giving
people full information in relation to what'’s
happening to my information, what choices do |
have, what do I do if |I have a problen?

And there are certainly some other
entities in the space, you know -- zero m nutes

left, that’s fine -- who are deliberately
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establishing, | suppose from our perspective to
try and avoid some jurisdictional privacy issues.
An issue which we m ght hear sometinmes in Europe
is well we re not actually based in Europe so, you
know, we don’t have to worry about what the rights
of European users are.

But, you know, by and | arge that
issue is nmoving along because thankfully users are
getting better at articulating their own rights.
And as | said earlier, site owners have
responsibilities to all identifiable persons.

The chall enge then as | see it in
relation to the younger age group nore so, is to
actually work together with the sites insofar as
we can and other voices in the areas to try and
educate users. Because certainly there is a
di sconnect sonmewhere in relation to the data
that’ s being put up by people in that younger age
category and what our perspective would be is what
ri ght-m nded people m ght put up about thenmsel ves.

So, there’'s a challenge there in
terms of trying to educate them a bit better,
trying to educate the operators also but you know,

they're here, they're talking. | congratul ate
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them on that. They're certainly out front and
dealing with us which is a positive and not
sonmet hing that you wish to knock them back on.

And | suppose ultimately it’s
about finding the right balance between freedom of
expression and other rights, specifically privacy.

So, and | am definitely finished
there (laughter). So, the standards are
communi cati ng and empowering the user. If the
user knows what’'s happening to their data and can
take an informed choice in relation to it well
then | think we’ ve gone a |ong way towards neeting
a |lot of the privacy concerns.

A conpl ai nts handling mechani sm
whi ch where if | make a conmplaint in relation to
my data somebody will do sonething about it and
qui ckly and if somebody on the site is m susing
personal data or has upl oaded that picture of the
teacher in the classroom well then there must be a
clear penalty for them which I think in most
cases, the biggest one for themis to be removed
fromthe site itself.

Thank you very much.

--- Appl ause/ Appl audi ssement s
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MR. STEVENSON: We turn now, from
Facebook we have a pinch hitter, Mozelle Thonmpson,
former Comm ssioner of the Federal Trade
Comm ssion, former Chair of the OECD Consumer
Policy Commttee to talk to us about Facebook’s
perspective.

MR. THOMPSON: Good afternoon

As Hugh pointed out that |I'm sort
of a last m nute substitute, that Chris Kelly
wanted to be here but he had some things back in
Palo Alto. Of course that didn’t stop himfrom
asking me to do it even though | was giving a
speech in Palo Alto yesterday and I had to fly the
redeye out here to come out and see you.

But that being said, |I’'m happy to
be here, sinply if not for any other reason, | get
to see a lot of old friends fromthe OECD and
peopl e who actually do a |lot of work with the OECD
and that’s good.

And what | thought I m ght begin
by doing is talking to you a little bit about a
change in perspective. Hugh began by talking a
l[ittle bit about 10 years ago how we began to | ook

at the internet and how people used the internet.
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And | thought of it nore as a top-down approach, a
more binary approach of information or no
i nformation.

And what’ s happened now especially
when we tal k about Web 2.0 and sites |ike MySpace
or YouTube or Facebook is the nore horizontal
growth, the real interactivity that we had tal ked
about for a long time and we’' d al ways hoped woul d
get here.

But in that same vein it presents
new chal | enges, not only to how we respond to
users and the public and how conpani es act but
also for regulators who it may chall enge their
traditional notions of how they think about
information sharing.

The one thing I will say and |
think that my coll eague from MySpace can agree to
this is that at the very | east we have new
technol ogy that enpowers users to exercise nore
control of information. And what we have found is
that there are a | ot of people, most people, who
don’t want to be totally anonynous. And in fact
t hey want to have technol ogical tools that wil

allow themto share informati on with people.
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Then it brings the new chall enges
of who do they share it with and under what
circunstances and as the Comm ssioner said, do
t hey understand what informatio